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Introduction to Privilege Escalation
Unlocking Higher Access: The Art of Privilege Escalation

DEFINITION

Privilege escalation is a technique used by attackers to gain higher access rights on a system. It allows them to exploit
vulnerabilities and perform unauthorized actions.

KEY CONCEPTS

Vertical Escalation

Gaining higher privileges within the same user hierarchy, like a
user becoming an admin.

Horizontal Escalation

Accessing the same level of privileges but to different accounts,
like one user accessing another user's data.

Exploits

Methods or tools used to take advantage of vulnerabilities for
privilege escalation.

User Account Control (UAC)

A security feature in Windows that helps prevent unauthorized
changes by prompting for admin approval.

Privilege Management

The process of controlling user access rights to ensure security
and minimize risks.

EXAMPLES

→ Using a software vulnerability to gain
admin rights.
→ Exploiting misconfigured permissions
to access sensitive files.
→ Bypassing UAC prompts to execute
malicious software.

MEMORY TIPS

★ Remember 'Vertical' as 'Up' for higher
privileges.
★ Think of 'Horizontal' as 'Same level,
different user'.
★ Use 'Exploits' as 'Exploiting
weaknesses' to recall their purpose.

COMMON MISTAKES

✗ Confusing vertical and horizontal
escalation.
✗ Overlooking system updates that
patch vulnerabilities.
✗ Neglecting to consider user
permissions in security assessments.

QUICK RECAP

Privilege escalation allows attackers to gain unauthorized access to higher system privileges. Understanding vertical and
horizontal escalation is crucial for identifying and mitigating risks. Always stay updated on security measures to prevent exploits.
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